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Abstract

Background. This study addresses the tension between efficient cross-border access
to stored electronic evidence and state sovereignty, procedural safeguards, and person-
al-data protection.

Purpose. The objective is to develop and justify a sovereignty-compatible decision
sequence under the United Nations Convention against Cybercrime and to identify the
limits of Budapest and European Union mechanisms as implementation comparators.

Materials and methods. The study applies doctrinal treaty interpretation under Arti-
cles 31 and 32 of the Vienna Convention on the Law of Treaties, functional comparative
analysis, and an E/P/N framework across ten categories. Official legal texts and relevant
scholarship were reviewed and mapped.

Results. Of the ten categories, preservation is the only E-coded category; eight
other categories are P-coded, while the endpoint category comprises three P-coded
subfunctions: request response, provider or affected-person remedies, and interstate dis-
pute settlement. Article 40(7) is pivotal because an applicable mutual-assistance treaty
ordinarily governs procedure. The proposed sequence separates preservation from dis-
closure, addresses uncertain data location through Articles 41 and 42, and incorporates
the Article 43 traffic-data route.

Conclusions. The Convention supplies the core legal architecture but leaves substan-
tial procedural detail to applicable treaties, reservations, and domestic law; the proposed
sequence therefore provides an ex ante implementation framework that preserves sovereign
legal functions while maintaining review, proportionality, and data-protection safeguards.

Keywords: cross-border electronic evidence; UN Cybercrime Convention; state
sovereignty; stored electronic data; mutual legal assistance; proportionality; personal
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AHHOTAIUS

Oo6ocHoBanue. HacTostiiiee uccie0BaHne MOCBSIIICHO MPOTUBOPEUHIO MEKIY -
(heKTUBHBIM TPAHCTPAHUYHBIM JOCTYIIOM K XPAaHUMBIM DJIEKTPOHHBIM J0Ka3aTelIbCTBAM
U FOCYIapCTBEHHBIM CYBEPEHUTETOM, IIPOLECCYaIbHBIMU FapaHTUAMU U 3aUTOH Iep-
COHAJIbHBIX JJAHHBIX.

Iean. Lens nccnenoBanus cOCTOUT B pa3paboTKe 1 000CHOBAaHUH COBMECTUMOI C
MIPUHLMIIOM FOCYIapCTBEHHOIO CyBEPEHUTETA [10CIICIOBATEIHOCTH IIPUHATHS PELLIEHUH B
pamxkax Konsenrmy Opranuzanny O6beHeHHbIX Hanuii npotrs kubeprpectynHocTy, a
TaKKe B ONPE/ICICHUH IPEAEJIOB IPUMEHUMOCTU MEXaHN3MOB bynaneiTckoil KoHBeHIUH
u EBponelickoro coro3a B KaueCTBe CPaBHUTEIIbHBIX OPUEHTHPOB JUI UMIUIEMEHTALUN.

Marepuaibl 1 MeTOAbL. B ricciieoBaHuy IPUMEHSIOTCS IOKTPHHAIBHOE TOIKOBAaHUE
MEXIyHapOAHBIX JOTOBOPOB B COOTBETCTBUU CO cTaThsiMU 31 1 32 BeHckoli KOHBEHLIUH O
IIpaBe MEXyHapOAHBIX JOTOBOPOB, QYHKIMOHAIEHO-CPABHUTEIBHBII aHATIN3 U MO
E/P/N, oxBatbIBatomas J1ecsiTh KaTeropuii. beum npoanann3upoBaHbl U CHCTEMATH3H-
poBaHBI O(HIHATIEHBIE IPABOBBIE TEKCTHI M COOTBETCTBYIOIIAsl HAYYHAs JINTEPATypa.

Pe3yabrarsl. 13 necsatu kareropuii obecriedeHre COXpaHHOCTH TaHHBIX SIBIISIETCSI
SIIMHCTBEHHOU KaTeropuei, KiaccupuuupoBaHHOi kak E; BoceMb npyrux xareropuit
KJIacCU(UIMPOBaHBI Kak P, Tora Kak KaTeropysi KOHEYHBIX (DYHKIUI BKIIFOYAET TPH MO/
(dyHKIuH, KIaccu(pUIMPOBAHHBIE Kak P: pearnpoBaHue Ha 3apoc, CPEACTBA IPABOBOM
3aLUTh] IIOCTABIIMKA YCIIyT MM 3aTPOHYTOrO JIMLA U YPEryIupOBaHUE MEXKIocynap-
cTBEHHBIX criopoB. Ctatbs 40(7) uMeeT KIII0ueBOe 3HaYE€HHE, TIOCKOIbKY IIPHMEHUMBIH
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JIOTOBOP O B3aMHOM MIPAaBOBOM MMOMOIIH, KaK MIPABUIIO, PETYIHPYET COOTBETCTBYIOLIYIO
npouenypy. [Ipennaraemas mociie10BaTeIbHOCTb Pa3rPaHUYUBACT 0OECIICUCHNUE COXPaH-
HOCTH JAHHBIX U UX PACKPBITHE, YUYUTHIBACT HEONPEACICHHOCTh MECTOHAXOKICHUS
JAHHBIX IIOCPEICTBOM MEXaHM3MOB cTaTeil 41 u 42 u BKIIOYaeT NPeAyCMOTPEHHBII
crarbeit 43 MexaHH3M B OTHOILICHUH JIAHHBIX O Tpaduke.

BoiBoabl. KoHBeHIIUS yCTaHABINBACT OCHOBHYIO NPABOBYIO apXUTEKTYpPY, OHAKO
OCTaBJISIET CYIIECTBEHHBIN 00BEM MPOLECCYaTbHOTO PETYIUPOBAHUS IPUMEHUMBIM J10-
roBOpaM, OTOBOPKaM 1 BHYTPEHHEMY 3aKOHOJIATeIbCTBY; TOITOMY IpesiaraemMast mocie-
JIOBaTeIbHOCTh MPEACTABIISIET CO00H MOEIb MMIUIEMEHTAIMH eX ante, 00eCIIeuHBAOIILYI0
COXpaHEHHe CyBEPEHHBIX MPABOBBIX (DYHKIMIH TOCYAaPCTBA IPU OTHOBPEMEHHOM COXpa-
HCHHUU l"apaHTPlI‘;l IPOBEPKHU, TPONMOPIIUOHAJIBHOCTU U 3alIUThI IEPCOHAJIBHBIX JTaHHbIX.

KutroueBble cjI0Ba: TpaHCTpaHUYHBIE AIEKTPOHHBIE JI0Ka3aTesbeTBa; Konsenims OOH
HPOTHB KHOEPIPECTYITHOCTH; TOCYIaPCTBEHHBIII CYBEPEHHUTET; XPAaHUMBbIE DJIEKTPOHHBIE
JaHHBIC; B3aMHas IpaBoBas IOMOIIb, IPONOPIHUOHAJIBHOCTD, 3allMTa IEPCOHAIbHBIX
JIAHHBIX; MEXKIyHAPOIHOE COTPYnHIUeCTBO; Monesib E/P/N; dyHKIHOHAIBHO-CPABHU-
TEJIHOE HCCIICJOBAHUE; IKCTEPPUTOPHAIIbHASL IOPUCTUKLIUS; TUCKPELIHOHHBIE TIOJTHO-
MOYHSI TOCYIapCTBa

Jas uutupoBanus. Aziaka, B. S., Nwokorie, U. 1., & Ibiso, C. K. (2026). Corna-
COBaHME TPAHCIPAHMYHOTO JIOCTYIIA K XPAHSAIINMCS JIEKTPOHHBIM JI0Ka3aTeIbCTBaM C
MIPUHLUIIOM cyBepeHuTeTa B pamkax Konsenimu OOH o kubepnpectynHocTy. Russian
Studies in Law and Politics / Poccuiickue uccreoosanus. Ilpaso u nonumuxa, 10(3),
4-33. https://doi.org/10.12731/2576-9634-2026-10-3-270

Introduction

Electronic evidence is now central to many criminal investigations.
Yet the authority seeking it and the service provider holding or controlling
it are often located in different countries. A European Commission fact
sheet accompanying the 2018 e-evidence proposals reported that, at that
time, more than half of investigations involved a cross-border request for
access to electronic evidence, while electronic evidence was needed in
around 85% of criminal investigations and, in two-thirds of those cases,
had to be requested from an online service provider in another jurisdiction
[11]. Cloud services can also separate the place of the offence, the user,
the provider, and the stored data across several jurisdictions [5; 6]. This
creates practical pressure because messages, account records, cloud files,
and traffic data may be deleted, altered, or moved before a conventional
mutual legal assistance request is completed. It also creates legal risk.
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Rapid foreign access may bypass courts, privacy rules, or constitutional
safeguards in the state connected to the provider or the data. A provider
can therefore face a disclosure duty under one legal system and a trans-
fer restriction under another [1; 2]. International assessments continue
to identify delay, fragmented procedures, and uneven legal capacity as
barriers to lawful access [28]. Too much delay can frustrate an investi-
gation, but poorly controlled access can weaken rights protection and
public confidence.

Legal systems have responded in different ways. The Budapest Con-
vention established common offences, procedural powers, expedited
preservation, mutual assistance, and a 24/7 cooperation network [7]. Its
explanatory materials and Second Additional Protocol later added faster
routes for cooperation with service providers, together with procedure-spe-
cific and data-protection safeguards [8, 9]. Within the European Union, the
framework combines the European Investigation Order, law-enforcement
data-protection rules, the GDPR, Directive (EU) 2023/1544, and European
Production and Preservation Orders [12-16]. The CLOUD Act takes another
route by defining provider duties and allowing executive agreements with
qualifying governments [30]. These reforms were intended to speed up
preservation and clarify institutional responsibilities. Even so, they allo-
cate different roles to judges, enforcing authorities, providers, and affected
persons, so questions about notice, review, refusal, conflicting legal duties,
and later use of disclosed data remain contested [2; 6].

The UN Cybercrime Convention brings sovereignty, human rights,
data protection, preservation, access, and interstate cooperation into a
single global instrument [26; 27]. The United Nations Treaty Collection,
rechecked on 7 August 2026, listed 79 signatories and three parties and
recorded the Convention as not yet in force [29]. Article 65(1) provides
that entry into force occurs on the ninetieth day after deposit of the
fortieth instrument of ratification, acceptance, approval, or accession;
with only three parties, no calendar date can yet be specified [29]. This
interim period is therefore important for preparing implementing leg-
islation, cooperation authorities, domestic procedures, and safeguards
before the Convention becomes operational. Because implementation
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practice has not yet developed, a close provision-level analysis is timely.
In this article, cooperation is treated as sovereignty-compatible when the
governing legal route is identified before evidence is sought and when
preservation, disclosure, review, use, and refusal safeguards are applied
in a transparent order. Put differently, lawful access should preserve the
requested state’s public functions, applicable procedural guarantees, and
international human-rights and data-protection obligations.

Three research questions guide the analysis. RQ1 asks how Articles
3,5,6,22, 24 to 28, 35, 36, 40 to 44, and 63 structure cross-border
access to stored electronic evidence while protecting sovereignty and
individual rights. RQ2 considers which safeguards in the Budapest and
EU electronic-evidence frameworks help clarify matters that the Con-
vention leaves conditional, procedure-specific, or dependent on domestic
law. RQ3 asks how those rules can be organised into an ex ante decision
framework that distinguishes urgent preservation, expedited traffic-data
routing, later access or disclosure, conditional cooperation, refusal, and
interstate dispute settlement. The analysis is confined to stored subscriber
information, traffic data, and content data relating to offences established
under the Convention or to serious crimes within Article 35. When a
request combines stored records with prospective traffic collection or
content interception, the two components are placed on separate legal
tracks because Articles 45 and 46 fall outside this framework.

The objective of this study is to develop and justify a decision-mak-
ing sequence for cross-border access to stored electronic evidence that
ensures compliance with the principle of sovereignty under the United
Nations Convention against Cybercrime, as well as to identify the limits
of applicability of existing regional mechanisms, particularly the Buda-
pest Convention and EU law.

Literature Review

Cross-border electronic evidence is no longer a narrow issue confined
to cybercrime cases; it has become a routine part of criminal procedure.
The literature therefore focuses not only on cooperation efficiency but
also on lawful authority, evidential reliability, and rights protection [1; 2;
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5; 6;28]. Electronic evidence is not a single, uniform category. Different
forms of evidence vary in how they are created, stored, authenticated,
and used in legal proceedings [21, pp. 51-84].

In this field, sovereignty cannot be reduced to the physical location of
a server. It also concerns which state may criminalise conduct, compel a
provider, carry out coercive functions, regulate a transfer, and protect the
person whose data are requested. Policy standards on government access
emphasise legality, legitimate aims, authorisation, proportionality, trans-
parency, limits on later use, and access to remedies [17; 22]. Scholarship
on digital sovereignty reaches a similar conclusion: territorial control,
infrastructure, regulatory authority, and transnational data governance
do not collapse into a single location rule [31; 32]. Scher-Zagier [23]
adds a sharper challenge by arguing that the passive-personality basis
in Article 22(2)(a) may widen extraterritorial claims against foreigners
whose conduct affects a requesting state’s nationals. Even when such
jurisdiction is lawfully established, Article 5 still prevents one state from
exercising public functions reserved to another state’s authorities.

Existing regimes approach the problem differently. The Budapest
framework combines preservation, production, mutual assistance, provider
cooperation, and data-protection safeguards [7-9]. The EU framework
is more detailed because it operates within a regional system of mutual
recognition and specifies issuing and validating authorities, certificates,
deadlines, objections, enforcement procedures, legal representatives, and
remedies [11; 12; 15; 16]. Regulation (EU) 2023/1543 entered into force
on 17 August 2023 and applies from 18 August 2026. The African Union’s
Malabo Convention takes a different regional approach. Articles 8 to 19
establish core data-protection rules and oversight arrangements, while
Articles 24 to 31 address cybersecurity, cybercrime, harmonisation, and
institutional capacity. It does not create a cross-border production-order
system comparable to the EU framework [3, Arts. 8-19, 24-31]. The
Malabo Convention is therefore used here as contextual evidence rather
than as a formal comparator in the classification.

The UN Convention gathers these issues in one text, but its rules are
spread across the general, procedural, and cooperation chapters. Recent
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analysis describes the Convention as an important cooperation instrument
while stressing that its operation will depend heavily on national law
and institutional capacity [18]. Other scholarship links the negotiations
to competing understandings of territorial and digital sovereignty [24;
31]. Civil-society and industry submissions raise a more critical concern:
broad cooperation powers, weak authorisation, secrecy, and uneven
domestic safeguards may expose journalists, cybersecurity researchers,
civil-society actors, and political opponents to misuse [4; 10; 19]. Articles
5 and 6 matter, but citing them is not enough. The practical strength of
review and remedies will also depend on domestic institutions and on
whether requested states are willing to examine the purpose and likely
consequences of a request.

Taken together, the literature explains the main cooperation mecha-
nisms and the principal rights risks. The targeted search undertaken for
this study did not reveal a Convention-specific sequence that first iden-
tifies scope and the applicable mutual-assistance route, then separates
preservation from access or disclosure, and finally distinguishes cor-
rectable defects from lawful grounds for postponement or refusal. This
article addresses that narrower operational-integration gap. It does not
present the proposed sequence as the only permissible interpretation, and
it does not treat textual specificity as proof of effective implementation.

Methodology

This study combines doctrinal treaty interpretation with functional
comparative legal analysis, supported by a structured classification of
individual provisions. Official legal texts form the core of the corpus.
Peer-reviewed scholarship and institutional materials are used to identify
competing interpretations and possible implementation risks. The legal
materials were drawn from repositories maintained by the United Nations,
the Council of Europe, EUR-Lex, the African Union, the OECD, and
the United States Congress and were checked on 14 July 2026; the UN
Treaty Collection status was rechecked on 7 August 2026. Interpretation
followed Article 31 of the Vienna Convention on the Law of Treaties.
The analysis began with the ordinary meaning of each provision, read in
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good faith, in context, and in light of the Convention’s object and pur-
pose. The preamble, definitions, internal cross-references, relationship
clauses, reservations, and declarations were treated as part of that context.
Article 32 was used as a supplementary interpretive route, available to
confirm the Article 31 reading or to address an ambiguity or an unrea-
sonable result, rather than as a basis for displacing clear treaty wording
[25]. Comparator rules were used to illuminate implementation choices;
they were not treated as sources of additional obligations under the UN
Convention. RQ1 was addressed through an integrated reading of the
Convention, RQ2 through functional comparison with the Budapest and
EU frameworks, and RQ3 through synthesis of the resulting rules into
a proposed decision framework.

Secondary literature was identified through targeted searches in Google
Scholar, Crossref Metadata Search, SSRN, and major publisher databas-
es, supplemented by reference-list checking. Searches were guided by
the research questions and focused on cross-border electronic evidence,
mutual legal assistance, jurisdiction, sovereignty, data protection, and
provider disclosure. Priority was given to English-language sources pub-
lished between January 2020 and July 2026, while older primary legal
texts and important interpretive authorities were retained where necessary.
The search was targeted rather than systematic and was used to support
doctrinal analysis, not as a systematic review or bibliometric study; it
may therefore have missed relevant work indexed elsewhere or framed
in different terms. Primary legal materials remained controlling, while
secondary literature was used to identify competing interpretations and
implementation concerns across the selected frameworks. This weighting
reflects the study’s doctrinal rather than empirical design.

Secondary sources were retained only where they directly informed
the doctrinal questions concerning stored electronic evidence, cross-bor-
der cooperation, jurisdiction, data protection, provider obligations, or
remedies. The study excludes intelligence surveillance, military cyber
operations, civil discovery, forensic admissibility, and the merits of live
interception. Mixed requests are considered only to the extent needed to
identify the boundary between stored evidence and the real-time proce-
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dures in Articles 45 and 46. The Convention provisions examined most
closely are Articles 3, 5, 6, 22, 24 to 28, 35, 36, 40 to 44, and 63.

The Budapest and EU frameworks were chosen because they contain
developed procedures for preservation, provider cooperation, production,
enforcement, data protection, and remedies that perform the same legal
functions as the Convention’s stored-evidence rules. The comparison is
functional rather than geographically representative. It does not assume
that a regional system of mutual recognition and a global treaty rest on
equivalent institutional foundations. The Budapest and EU columns are
instrument clusters, while the UN column evaluates the design of a single
global convention before a body of national implementation practice has
developed. The codes therefore compare textual and institutional speci-
ficity at the selected level of aggregation; they do not compare complete
domestic implementation regimes. Non-European instruments, including
the Malabo Convention, were used as contextual checks on the article’s
global claims but were not classified where they lacked functionally
comparable cross-border evidence procedures.

The classification is intended to make the legal comparison transpar-
ent, not to produce a quantitative score. The E/P/N scheme is a doctrinal
analytical framework for organising and comparing the legal specificity
of treaty provisions; it is not an empirical content-coding instrument or
a set of statistical variables. Kuckartz and Radiker [20] informed the use
of explicit category definitions, decision rules, and documented recon-
sideration of ambiguous cases, but the substantive classifications remain
reasoned doctrinal legal judgments. Table 1 sets out ten categories and
the threshold for assigning E, P, or N. For each category, the elements
listed in the operational legal question were treated as its core elements.
E was assigned only where the central legal route and all or substantial-
ly all core elements were expressly stated without material reliance on
domestic law, another treaty, a reservation, or procedure-specific detail.
P was assigned where at least one core element remained materially de-
pendent on such external law or was express only for a limited procedure.
N was reserved for the absence of a relevant rule. The unit of analysis is
the functional category at framework level, supported by provision-level

— 12—
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mapping and full consideration of relevant cross-references. The final
category contains three distinct endpoint functions: request response,
provider or affected-person remedies, and interstate settlement. To avoid
treating them as legally equivalent, Table 2 and Table S1 report separate
subcodes for those three functions; N/A is used where interstate settle-
ment falls outside the selected instrument cluster.

Table 1.
Structured Classification Categories and Coding Rules
Category Operation.al legal E PorN
question

Jurisdictional | Does the framework iden- | The essential P if the rules are

and coopera- | tify substantive scope, nexus and route | distributed or ma-

tion nexus offence jurisdiction, territo- | are expressly terially dependent
rial or provider links, limits | stated. on another treaty or
on extraterritorial action, domestic law; N if
and the applicable coopera- absent.
tion route?

Competent Does it identify who may | The relevant in- | P if only some roles

authority issue, validate, receive, stitutional roles | are specified or do-
execute, or enforce the re- | are expressly mestic law supplies
quest? assigned. the main detail; N if

absent.

Specificity Must the request identify | Essential re- P if content is gen-
the authority, facts, data, quest content is | eral, indirect, or
period, purpose, and rela- | expressly stated. | dependent on anoth-
tionship to the offence? er instrument; N if

absent.

Necessity and | Must the authority establish | Operational ne- | P if expressed only

time sensi- need, relevance, vulnerabil- | cessity or urgen- | as a principle or for

tivity ity to loss, or grounds for | cy requirements | limited procedures;
expedited handling? are expressly N if absent.
stated.

Proportion- Must the measure be lim- | An operational | P if proportional-

ality ited in scope and duration | proportionality | ity is required but
and balanced against pro- | test is stated. its test is supplied
tected interests? mainly by domestic

law; N if absent.
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quired or available, with an
effective remedy?

(0] tional legal
Category pera 10n.a cga E PorN
question
Independent | Is judicial or functionally | Independent P if conditional,
review independent control re- control and rem- | procedure-specific,

edy rules are
expressly spec-
ified.

or dependent on
domestic law; N if
absent.

Data protec-
tion and use

Are transfer, purpose, use,
retention, onward transfer,
sensitive data, and reme-
dies controlled?

The essential
controls are ex-
pressly stated
across the cate-

P if substantial el-
ements depend on
domestic or general
law; N if absent.

remedies, and
interstate dis-
pute handling
(separate sub-
codes)

dress (a) consultation, con-
ditions, partial compliance,
postponement, refusal, and
reasons; (b) provider or
affected-person review and
remedies; and (c) interstate
settlement?

gory.
Preservation | Can specified stored data | An express P if preservation is
be secured before access or | preservation indirect or incom-
disclosure is decided? procedure is plete; N if absent.
provided.
Access and Does the framework gov- | The access P if execution de-
disclosure ern search, production, or disclosure pends materially
securing, or transfer of route and es- on another treaty or
stored data? sential proce- |domestic law; N if
dure are ex- absent.
pressly stated.
Response, Does the framework ad- A separate E P if a subfunction

code is assigned
to each subfunc-
tion when its
central route and
core procedure
are expressly
stated.

is partial, reserved,
procedure-specific,
or mainly domestic;
N if absent; N/A if
interstate settlement
falls outside the
selected instrument
cluster.

Note. E indicates that the framework states the relevant rule and the central route

together with all or substantially all core elements listed in the operational question. P

indicates that at least one core element depends materially on domestic law, an applicable

treaty, a reservation, or procedure-specific detail. N indicates that no relevant rule was

identified. N/A is used only for the interstate-settlement subcode where that function

falls outside the selected instrument cluster. The codes compare textual and institutional

specificity, not practical effectiveness or rights protection.

— 14—
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Classification followed three steps. First, the relevant provisions
were identified and mapped to one or more functional categories.
Second, each category was read in its full legal setting, including
cross-references, domestic-law qualifications, reservations, and rules
governing the relationship with other treaties. Third, a framework-lev-
el code was assigned. E was used only when the provisions assessed
stated the central legal route and all or substantially all core elements
of the category. P was used when an express rule covered only part
of the category or when implementation depended materially on do-
mestic law, an applicable mutual-assistance treaty, a reservation, or a
procedure confined to particular requests. N was reserved for cases in
which no relevant rule was identified. Where express and dependent
elements appeared together, the more cautious P code was retained
unless the express provisions covered the category as defined in Table
1. The three endpoint functions were classified separately rather than
compressed into a single result.

The classification was conducted as a single-researcher doctrinal anal-
ysis. After the initial matrix was completed, it was rechecked provision by
provision against the category definitions, cross-references, domestic-law
qualifications, reservations, and the relationship between the instruments.
Ambiguous entries were reconsidered before the final framework-level code
was retained. No statistical inter-rater coefficient was calculated because the
exercise evaluates legal interpretation against stated doctrinal criteria rather
than estimating agreement between independent empirical coders. Reliabil-
ity is instead supported by explicit definitions, cautious aggregation, provi-
sion-level traceability, and a supplementary matrix that records the principal
legal basis for each code. These measures reduce unexplained classification,
although they cannot remove selection and interpretive judgment.

In the final stage, the doctrinal and comparative findings were brought
together in a proposed decision framework. Treaty requirements were kept
separate from comparator-informed implementation guidance, and every
step had to be traceable to a Convention provision or clearly marked as a
prudential safeguard. Because the Convention had not entered into force
and had only three parties on the verification date, the study evaluates legal
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design rather than actual performance. The framework will therefore need
to be tested against implementing laws, request files, judicial decisions,
provider practice, declarations, and reservations after entry into force [29].

Comparative Findings

The comparison produces a clear but qualified result. Relevant provisions
were identified in each of the ten preselected categories, but the degree of
operational specificity varies. Under the cautious aggregation rule, pres-
ervation is the Convention’s only E classification. The jurisdictional and
cooperation nexus, competent authority, request specificity, necessity and
time sensitivity, proportionality, independent review, data protection, and
access and disclosure are coded P. The endpoint category is reported through
separate subcodes: request response is P, provider or affected-person reme-
dies are P, and interstate dispute settlement is P. These results do not mean
that the Convention ignores the P-coded matters. Rather, the relevant rules
are spread across several provisions, apply only to particular procedures,
or depend materially on domestic law, applicable treaties, or reservations.
Article 40(7) is especially important: when the states are already bound
by a mutual legal assistance treaty, the corresponding provisions of that
treaty ordinarily apply unless the states agree to use Article 40(8) to (31).

Table 2.
Comparative Classification of Cross-Border Stored Electronic Evidence Safeguards
Category UN Cybercrime Budapest EU electronic-evi-
Convention framework dence framework
Jurisdictional and P: Arts 3, 5, 22, 35, P: parent-Convention | E: the order, issuing
cooperation nexus 40(6)-(7), 42, and 44 jurisdiction, territorial | state, enforcing state,
distribute scope, of- safeguards, decla- provider connection,
fence jurisdiction, ter- | rations, and proce- and territorial condi-
ritorial limits, and the | dure-specific party tions are specified.

applicable MLA route. | controls.

Competent authority | P: Art 40(12) mandates | E: procedure-specific | E: issuing, validating,
central authorities and | issuing, receiving, and | enforcing, and provid-
Art41 a24/7 contact, contact-point rules. er-facing authorities
but issuing, validating, are specified.

and executing roles
remain substantially
domestic.
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defines preservation-re-
quest content. For ac-
cess and disclosure, Art
40(15), applied through
Art 44(2), supplies
default content require-
ments, but an applicable
MLA treaty or domestic
law may govern.

request and certificate
content.

Category UN Cybercrime Budapest EU electronic-evi-
Convention framework dence framework
Specificity P: Art 42(3) expressly | E: procedure-specific | E: production and

preservation orders
and certificates have
specified content.

Necessity and time

P: Art 42(3)(e) states

P: expedited preser-

E: necessity condi-

tionality, while domestic
law supplies the opera-
tional test and limits.

guards and domestic
implementation sup-
ply the test.

sensitivity necessity for preser- vation and urgency tions and deadlines
vation, and Art 44(3) rules are expressly for production and
requires expedited stated, but they apply | preservation orders.
response in limited cas- | to defined procedures
es. The rules are pro- | rather than as a gen-
cedure-specific rather | eral necessity test for
than a general test for | every request.
every request.

Proportionality P: Art 24 requires propor- | P: Convention safe- E: express necessity

and proportionality
controls, with data-cat-
egory distinctions.

Independent review

P: Art 24 refers to
judicial or other inde-
pendent review and
an effective remedy as
appropriate under do-
mestic law.

P: review depends
on the procedure and
domestic implemen-
tation.

E: judicial issue or
validation and effec-
tive-remedy provi-
sions are specified.

Data protection and
use

P: Arts 36 and 40(19)
regulate transfer, on-
ward transfer, and later
use, while retention,
sensitive-data rules,
and remedies remain
materially domestic.

E: Art 14 of the Sec-
ond Protocol contains
detailed transfer and
use safeguards.

E: Regulation
2023/1543, the
GDPR, and Directive
2016/680 provide
detailed controls.

Preservation

E: Arts 25 and 42 pro-
vide expedited preser-
vation; Art 42 requires
at least 60 days and
generally excludes dual
criminality, subject to
Art 42(5).

E: expedited pres-
ervation and partial
traffic-data disclosure
procedures.

E: European Pres-
ervation Orders and
related provider obli-
gations.
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Category

UN Cybercrime
Convention

Budapest
framework

EU electronic-evi-
dence framework

Access and disclo-
sure

P: Art 44 authorises
requests, but Art 44(2),
Art 35, and Art 40(7)
make execution de-
pendent on applicable
instruments and law.

E: defined mutual-as-
sistance and provid-
er-disclosure proce-
dures.

E: European Produc-
tion Orders, notifica-
tion, and enforcement
procedures.

Endpoint functions
(separate subcodes)

Request response - P:
Art 40(21)-(28) ad-
dresses refusal, rea-
sons, postponement,
consultation, and con-
ditions, but Art 40(7)
may place the request
under another MLA
treaty.

Provider or affect-
ed-person remedies - P:
Art 24 makes indepen-
dent review and effec-
tive remedies depen-
dent on domestic law.
Interstate disputes - P:
Art 63 provides a sepa-
rate route subject to Art
63(3) reservations.

Request response - P:
conditions, refusal,
confidentiality, and
procedural limits are
addressed but remain
partly treaty-, dec-
laration-, or domes-
tic-law-dependent.
Provider or affect-

ed-person remedies - P:

Convention Art 15 and
Second Protocol Arts
13-14 rely materially
on domestic imple-
mentation.

Interstate disputes -
N/A: not assessed as
part of the selected Bu-
dapest evidence-proce-
dure cluster.

Request response - E:
notification, objec-
tions, compliance, and
enforcement limits are
specified.

Provider or affect-
ed-person remedies

- E: provider and
affected-person rem-
edies are expressly
stated.

Interstate disputes -
N/A: not part of the
selected EU e-ev-
idence instrument
cluster.

Note. Classification is based on official legal texts. E, P, N, and N/A have the meanings
stated in Table 1. The EU and Budapest columns describe instrument clusters rather
than single instruments. The endpoint row reports request response, provider or affected-
person remedies, and interstate settlement separately. The table records specificity at
the selected level of aggregation, not effectiveness, legitimacy, or the quality of domestic
implementation.

The absence of N codes in the nine common functional categories
follows from the design of the comparison. Those categories were drawn
from concerns that the three selected frameworks address in some form,
so the absence of N should not be read as independent evidence that ev-
ery sovereignty, procedural-rights, or data-protection concern has been
comprehensively covered. The endpoint functions are treated separately,
and N/A is used where interstate settlement is not part of the selected Bu-
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dapest or EU evidence-procedure cluster. At the selected level of aggre-
gation, the EU instrument cluster contains the highest degree of textual
and institutional specificity. That result partly reflects its combination of
several interlocking instruments within a shared regional legal order. The
Budapest framework is operationally specific for defined procedures but
still relies on the parent Convention and domestic law. Its necessity and
time-sensitivity category is therefore coded P because the urgency rules
attach to particular procedures rather than to a general test for every re-
quest. The UN Convention is open to global participation but leaves more
institutional and procedural variation to national systems. The comparison
consequently supports a claim about legal specificity at the chosen level of
aggregation, not a ranking of practical effectiveness or rights protection.

Three points are especially important when the Convention is applied.
First, Article 22 concerns jurisdiction over offences; it is not, by itself,
authority to compel or obtain evidence abroad. The cooperation analy-
sis must also consider Articles 3 and 35, the sovereignty limit in Article
5, the applicable-treaty rule in Article 40(6) and (7), and the territorial
structure of Articles 42 and 44. Second, Article 42(3) specifies the con-
tent of a preservation request. By contrast, the content requirements for
an Article 44 access or disclosure request arise mainly through Article
40(15), applicable treaties, and domestic law. Third, Article 44(3) requires
an expedited response to an access or disclosure request in specified
circumstances; preservation itself is governed by Articles 25 and 42.

Preservation and disclosure should not be treated as equivalent. Pres-
ervation secures specified data against loss while an authority prepares or
assesses a later request. Article 42 generally excludes dual criminality as a
condition for preservation, subject to the reservation permitted by Article
42(5), and requires preservation for at least 60 days, with the possibility
of'an extension request. Article 43 creates a separate route when preserved
traffic data show that another service provider took part in the communica-
tion. Disclosure goes further because it exposes or transfers information.
It therefore calls for closer scrutiny of authority, dual criminality where
applicable, necessity, proportionality, review, privilege, personal-data pro-
tection, onward transfer, and permitted use [21, pp. 58-64; 27].
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1. SCOPE, JURISDICTION, AND LEGAL ROUTE
Arts 3, 5, 22, 35, 40(6)-(7), 42, and 44

LOCATION SUPPORT
Use Articles 41 and 42(2) to identify the data or provider.

Uncertain location does not create extraterritorial authority.

No
Stored evidence stays in this framework.
Prospective collection follows Articles 45-46
and domestic law.
T

DIVIDE THE REQUEST J

2. EXPEDITED PRESERVATION
Articles 25 and 42
Article 42: at least 60 days; dual criminality
generally not required.
Article 25: domestic preservation up to 90 days,
renewable as domestic law permits.

Do preserved traffic data identil
another provider in another State Party
ora ission route?

ARTICLE 43 ROUTE Mo
Disclose sufficient traffic data expeditiously.
).

Refusal only under Article 40(21)(b)-(c) and (22)
I

¥
3. REVIEW BEFORE ACCESS OR DISCLOSURE
Route and law: Arts 35, 40(7), and 44(2)
Dual criminality: Arts 35(3) and 40(8)
Proportionality and review: Art 24
Transfer, use, and confidentiality: Arts 36 and 40(19)-(20)
Human rights and refusal: Arts 5, 6, and 40(21)-(22)

Are the legal requirements
and safeguards met?

CONSULTATION
Required before refusal under Article 40(21)
or postponement under Article 40(27).
Otherwise only where
governing law permits.

Is consultation required or
permitted under the
governing route?

GOVERNING ROUTE
Apply the relevant treaty

PROCEED THROUGH THE
and domestic law.

Can lawful conditions
cure the problem?

CONDITIONAL OR PARTIAL COOPERATION

] 5 POSTPONE OR REFUSE

: Narrow scope, use, or onward transfer. : Use an available legal ground.
H Protect confidentiality. ’ Give reasons where required by
' Retention limits only where applicable ' the governing route.

¢ data-protection law permit b

SEPARATE INTERSTATE ROUTE
Article 63 governs disputes over interpretation or application.
Article 63(3) reservations may exclude paragraph 2.

Fig. 1. Proposed Sovereignty-Compatible Stored Electronic Evidence Decision
Framework. Rectangles show screening or response stages; diamonds show decision
points; and dashed boxes identify steps whose content depends on applicable domestic
or international law. The sequence covers scope, jurisdiction and the governing legal
route; location support; separation of stored and prospective collection; expedited
preservation; the Article 43 traffic-data route; review before access or disclosure;
consultation; conditional or partial cooperation; postponement or refusal; and the
separate Article 63 interstate-dispute route. MLA means mutual legal assistance.

e
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At the 7 August 2026 status check, Azerbaijan, Qatar, and Viet Nam
were the three parties, and each had excluded Article 63(2) through an
Article 63(3) reservation [29]. The Article 43 route is mandatory when
its conditions are met: sufficient traffic data shall be disclosed expedi-
tiously, subject only to the limited grounds incorporated by Article 43(2),
namely Article 40(21)(b)-(c) and (22).

Figure 1 starts with the Convention’s substantive scope, offence ju-
risdiction, sovereignty limits, and the governing mutual-assistance route.
Where the location of the data or controlling provider is uncertain, the
requesting state may use the Article 41 network and Article 42(2) to seek
information about the location of the stored data and, where appropriate,
the service provider before selecting the cooperation route. Uncertain
location does not itself create authority to exercise public functions in
another state. If a request combines stored and prospective collection,
the two parts are separated: the stored component remains within this
framework, while the prospective component follows Articles 45 and 46
and the requested state’s domestic law. Where stored data are vulnerable
to loss or modification, Articles 25 and 42 support expedited preserva-
tion. The next decision concerns Article 43. If the preserved traffic data
identify another provider or transmission route, the requested state shall
expeditiously disclose enough traffic data to identify that provider and
the transmission path, unless one of the limited refusal grounds incor-
porated by Article 43(2) applies. The request then moves to the ordinary
access or disclosure review. That review considers the governing treaty
and domestic law, dual criminality under Articles 35(3) and 40(8) where
relevant, proportionality and review, transfer and later-use safeguards
under Articles 36 and 40(19), confidentiality under Article 40(20), and
the refusal grounds in Article 40.

The boundary between stored and real-time data turns on function,
not simply on the label attached to the request. Historical traffic records,
stored messages, account files, and subscriber information fall within the
present analysis. A request that also seeks prospective traffic collection,
continuing location data, or interception of communications must be
divided because the real-time component is governed by Articles 45 or
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46 and by the requested state’s domestic law. Treating the entire request
as ‘stored’ would avoid a materially different legal threshold.

When a request satisfies the relevant legal requirements, it may
proceed through the governing cooperation route. A defect does not
invariably trigger consultation under Article 40. Paragraph 28 requires
the requested state to consult before refusing a request under paragraph
21 or postponing execution under paragraph 27. In other circumstances,
consultation is available only where the governing treaty, domestic law,
or agreement between the states permits it. If lawful conditions can cure
a problem, Articles 36 and 40(19), (20), and (28) may support condi-
tional or partial cooperation, for example by narrowing the category
or period of data, limiting use or onward transfer, or protecting confi-
dentiality. A retention limit may be imposed only where it is required
or permitted by applicable domestic or international data-protection
law; the Convention does not create a general standalone retention
period for disclosed evidence. If the problem cannot lawfully be cured,
the requested state may postpone or refuse assistance on an available
ground and, where the governing route requires it, give reasons. Article
63 remains separate because it concerns disputes between states over
the interpretation or application of the Convention, not routine review
of an individual evidence request.

Discussion

The comparison leads to a straightforward conclusion: the Conven-
tion addresses the core legal elements identified in the analysis, but it
does not arrange them in a single operational sequence. A request may
satisfy one provision and still be defective under another. Article 42
may support urgent preservation, for example, while Articles 24, 35,
36, 40, and 44 continue to govern the legal route, later access, transfer,
and use. The proposed framework makes these dependencies easier to
see. It also guards against treating Article 22 as a complete evidence-ju-
risdiction rule or Article 44(3) as a preservation power. Sovereignty is
therefore neither reducible to server location nor an automatic reason
to reject cooperation.
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Safeguards do not transfer neatly from one legal system to another.
The EU framework rests on mutual recognition, shared legal institutions,
and detailed rules on enforcement and remedies. The Budapest framework
uses defined procedures among parties to an established treaty. The UN
Convention, by contrast, seeks global participation across legal systems
with widely different judicial capacity, data-protection rules, provider
regulation, and access to remedies. Comparator safeguards can help clar-
ify implementation, but they cannot be treated as unexpressed treaty ob-
ligations. The Malabo Convention offers a useful reminder that regional
cybercrime instruments may emphasise harmonisation, data protection,
and capacity-building without reproducing European production-order
mechanisms. For that reason, the proposed framework uses comparator
safeguards as practical guidance, not as a demand that every state adopt
the same institutions or legal forms.

In practical terms, the framework favours measured cooperation over an
immediate choice between complete disclosure and complete refusal. The
first step is to determine whether another mutual-assistance treaty supplies
the controlling procedure under Article 40(7). Where Article 40 applies,
paragraph 28 requires consultation before refusal under paragraph 21 or
postponement under paragraph 27, so that the states can consider whether
lawful conditions would permit assistance. Consultation in other situations
depends on the governing treaty, domestic law, or agreement between the
states. Conditions may concern scope, confidentiality, use, privilege, or onward
transfer. They may include retention limits only where applicable domestic
or international data-protection law authorises or requires them. Paragraph
17 requires execution under the requested state’s law and observance of a
requested procedure only when that procedure is compatible with the same
law; it should not be treated as an independent source of every possible
condition. Consider a request for six months of stored content when only
one month is linked to the offence. The requested state may preserve the
account, disclose the relevant period subject to lawful use restrictions, and
consult on the remainder where the governing route permits.

Uneven implementation remains a serious prospective risk. Articles
24 and 40 leave substantial details of proportionality, review, execution,
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and remedies to domestic law, so formally similar safeguards may work
very differently from one state to another. Where judicial independence is
weak, speech offences are broad, remedies are limited, or data-protection
oversight is ineffective, those safeguards may offer less practical restraint.
Article 22(2)(a) may also facilitate jurisdictional shopping by allowing
a state to rely on harm to one of its nationals even when the conduct and
the person concerned are abroad [23]. A requesting authority may try
to rely on the most permissive legally available cooperation route, seek
parallel assistance from several jurisdictions, or present a political or
expressive offence as an ordinary serious-crime request. Articles 5, 6, 24,
and 40(22) provide relevant safeguards, but their value will depend on
meaningful scrutiny by the requested state. Requests involving journalism,
cybersecurity research, political opposition, protected expression, or a
politically framed offence should therefore be examined for purpose, dual
criminality, foreseeable human-rights consequences, and the availability
of an effective remedy [4; 10; 19]. These are prospective implementation
risks, not empirical findings about the current parties’ practice.

Ratification alone will not settle these issues. At the 7 August 2026
status check, the Convention had 79 signatories and three parties
(Azerbaijan, Qatar, and Viet Nam), each of which had excluded Arti-
cle 63(2) through an Article 63(3) reservation [29]. This small early
sample cannot support conclusions about the parties’ motives or the
Convention’s long-term viability. It does, however, show why future
research should examine reservation practice, declarations, designat-
ed authorities, and implementing legislation alongside the treaty text.
Viet Nam’s declaration that the Convention is non-self-executing
also illustrates how domestic constitutional and statutory rules may
shape implementation [29]. For routine disagreements over a request,
consultation under Article 40 is likely to provide a more immediate
mechanism than Article 63. The latter concerns disputes over treaty
interpretation or application, and its arbitration and possible ICJ route
may be unavailable because of a reservation.

The study has six limitations. First, the Convention has not entered
into force, so this ex ante analysis cannot establish how states, courts, or

24
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providers will behave. Second, the classification measures legal speci-
ficity rather than effectiveness. Its categories and final codes represent
one reasoned interpretation of the instruments and may be challenged by
other scholars or by states during implementation. Third, the literature
search was targeted rather than systematic and may have missed relevant
work outside the selected sources, languages, or search terms. Fourth,
the formal comparators are functionally European and do not represent
every African, Asian, Latin American, or Eurasian approach. Fifth, the
units compared are asymmetric: the Budapest and EU columns combine
instrument clusters, whereas the UN column evaluates a global conven-
tion before national implementation practice has developed. The results
must therefore be read as a comparison of specificity at the selected
level of aggregation, not as a ranking of complete legal regimes. Sixth,
the focus on stored data excludes the distinct safeguards that govern
real-time traffic collection and interception. Future research should test
the framework against implementing laws, real request files, judicial
decisions, provider objections, state declarations, and mixed stored and
prospective requests after entry into force.

Conclusion

This study examined how the UN Cybercrime Convention is designed
to reconcile cross-border access to stored electronic evidence with state
sovereignty. RQ1 shows that lawful cooperation requires more than
offence jurisdiction under Article 22. It also requires attention to the
Convention’s scope under Articles 3 and 35, respect for sovereignty and
human rights under Articles 5 and 6, identification of the governing route
under Article 40(6) and (7), and application of the procedural safeguards
in Articles 24 to 28, 36, and 40 to 44. RQ2 shows how the Budapest and
EU frameworks clarify the value of defined authorities, procedure-spe-
cific request content, independent validation, provider-facing objections,
and effective remedies. Those safeguards may inform implementation,
but they cannot be imported as new treaty duties.

For RQ3, the article proposes a Sovereignty-Compatible Stored
Electronic Evidence Decision Framework. It is a doctrinal and nor-
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mative synthesis, not an empirically validated model. The framework
first screens scope, jurisdiction, territorial limits, and the applicable
mutual-assistance route. It then separates urgent preservation from later
disclosure, includes the Article 43 traffic-data pathway, distinguishes
stored evidence from real-time collection, and directs authorities to-
ward full, conditional, or partial cooperation, postponement, refusal,
or consultation. Interstate dispute settlement under Article 63 remains
a separate and exceptional route.

The stated objective is therefore achieved: the analysis develops
and justifies a sovereignty-compatible decision sequence for stored
electronic evidence and identifies the limits of Budapest and EU
mechanisms as comparative implementation guidance rather than
sources of obligations under the UN Convention. These conclusions
remain subject to legal and temporal limits. Domestic safeguards,
judicial capacity, political incentives, provider compliance, reserva-
tions, and the quality of remedies will vary across states. The com-
parative findings also reflect the selected level of aggregation: the
Budapest and EU columns combine instrument clusters, whereas the
UN column evaluates treaty design before national implementation
practice has developed.

Once the Convention enters into force, the Conference of the
States Parties and national legislators should give priority to guidance
on the Article 40(7) treaty interface, authorisation, proportionality,
independent review, dual criminality, conditional assistance, pro-
vider objections, reasons for refusal, and protection against politi-
cally motivated requests. On the normative account developed here,
cross-border access is sovereignty-compatible when it rests on clear
authority, remains limited to what is necessary, allows meaningful
review, protects personal data, and respects the requested state’s
sovereign legal functions.
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Supplementary Appendix

Table S1.
Category-Level Provision Mapping and Classification Matrix
. - - o
F:v?)l:llf Category pf;“l]lilsci:)p;‘(ls) E E Coding rationale
UN Cy- Jurisdic- Arts 3,5,22, |P Scope, offence jurisdiction, sovereignty limits,
bercrime | tional and 35, 40(6)-(7), territorial links, and the governing cooperation
Conven- | cooperation |42, 44 route are spread across several provisions and
tion nexus may depend on another MLA treaty.
UN Cyber- | Competent | Arts 40(12), |P Central authorities and a 24/7 contact are re-
crime Con- | authority 41 quired, but issuing, validating, and executing
vention roles remain substantially domestic.
UN Cy- Specificity | Arts 42(3), P Preservation-request content is express. Ac-
bercrime 40(15), 44(2) cess-request content follows the default Arti-
Conven- cle 40 route only where an applicable treaty
tion or domestic law does not govern.
UN Cy- Necessity Arts 42(3)(e), | P Necessity and expedited response are stat-
bercrime | and time 44(3) ed for particular procedures rather than as a
Conven- | sensitivity general test for every request.
tion
UN Cyber- | Proportion- | Art 24 P Proportionality is required, but the operation-
crime Con- | ality al test, limits, and remedies are mainly sup-
vention plied by domestic law.
UN Cyber- | Independent | Art 24 P Judicial or other independent review and an
crime Con- | review effective remedy apply as appropriate under
vention domestic law.
UN Cyber- | Data protec- | Arts 36, P Transfer, onward transfer, and later use are
crime Con- | tion and use |40(19) regulated, while retention, sensitive-data
vention rules, and remedies remain materially do-
mestic.
UN Cy- Preservation | Arts 25,42 |E The Convention provides express domestic
bercrime and international preservation procedures, a
Conven- minimum 60-day period, and a defined du-
tion al-criminality rule.
UN Cyber- | Access and | Arts 35, P Article 44 authorises requests, but execution
crime Con- | disclosure | 40(7), 44 depends materially on applicable instruments
vention and the requested state’s law.
UN Cy- Endpoint Arts 24, P/ P | Request response is partly dependent on the
bercrime | functions 40(21)-(28), |/ P | applicable MLA route under Art 40(7); pro-
Conven- | (separate 63 vider or affected-person remedies depend
tion subcodes) materially on domestic law under Art 24;
interstate settlement is express in Art 63 but
remains subject to Art 63(3) reservations.
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Frame- Category Pru‘lc.lpal E 'qc; Coding rationale
work provision(s) [ S
Budapest | Jurisdic- Convention | P Jurisdiction, mutual assistance, transborder
framework | tional and Arts 22,27, access, and direct-provider routes are distrib-
cooperation |29-32; Sec- uted and remain affected by party declara-
nexus ond Protocol tions and domestic law.
Arts 6-8
Budapest | Competent |Convention |E Central or receiving authorities and 24/7
framework | authority Arts 27(2), contact points are expressly assigned for the
35; Second relevant procedures.
Protocol au-
thority provi-
sions
Budapest | Specificity | Convention |E The relevant procedures specify the author-
framework Arts 27(4), ity, facts, offence, requested data, purpose,
29(2), 31(4); and supporting information.
Second Pro-
tocol Arts 6-8
Budapest | Necessity Convention | P Urgency and expedited handling are express
framework | and time Arts 29-31; but tied to defined procedures rather than to
sensitivity | Second Pro- one general necessity test for every request.
tocol expe-
dited proce-
dures
Budapest | Proportion- | Convention | P General safeguards require proportionality,
framework | ality Art 15; Sec- but operational tests and limits depend sub-
ond Protocol stantially on domestic implementation.
Art 13
Budapest | Independent | Convention | P Review and remedies depend on the partic-
framework | review Art 15; Sec- ular procedure and the implementing law of
ond Protocol each party.
Art 13
Budapest | Data protec- | Second Pro- |E The Protocol states detailed controls for
framework | tion and use | tocol Art 14; transfer, purpose, use, retention, onward
Convention transfer, sensitive data, and remedies.
Art 15
Budapest | Preservation | Convention | E Domestic and cross-border preservation,
framework Arts 16, 29- together with limited disclosure of preserved
30 traffic data, are expressly regulated.
Budapest | Access and | Convention |E Production, mutual-assistance access, con-
framework | disclosure Arts 18, 31- sent-based access, and provider-disclosure
32; Second procedures are defined.
Protocol Arts
6-8

28
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Frame- Category Pru‘lc.lpal E 'qc; Coding rationale
work provision(s) [ S
Budapest | Endpoint Convention [P/ [Request response, conditions, refusal, and
framework | functions Arts 15,27- [P/ | confidentiality are addressed but remain part-
(separate 28; Second | N/A | ly treaty-, declaration-, or domestic-law-de-
subcodes) Protocol Arts pendent. Provider and individual remedies
13-14 depend materially on domestic implementa-
tion. Interstate settlement is outside the se-
lected evidence-procedure cluster.
EU elec- | Jurisdic- Regulation E The issuing state, enforcing state, provider
tronic-ev- |tional and | 2023/1543; connection, designated establishment or rep-
idence cooperation | Directive resentative, and order routes are expressly
framework | nexus 2023/1544 defined.
EU elec- | Competent | Regulation E Issuing, validating, enforcing, and provid-
tronic-ev- | authority 2023/1543 er-facing roles are assigned by the legisla-
idence Arts 4-7, 16; tion.
framework Directive
2023/1544
EU elec- | Specificity | Regulation E Production and preservation orders and their
tronic-ev- 2023/1543 certificates contain prescribed information.
idence Arts 8-10
framework and annexed
certificates
EU elec- | Necessity Regulation E Necessity conditions and response deadlines
tronic-ev- | and time 2023/1543 are stated for production and preservation
idence sensitivity | Arts 5-6, orders.
framework 10-12
EU elec- | Proportion- | Regulation E The Regulation requires express necessity
tronic-ev- | ality 2023/1543 and proportionality assessments, including
idence Arts 5-6 distinctions between data categories.
framework
EU elec- |Independent | Regulation E Judicial issuance or validation and effec-
tronic-ev- | review 2023/1543 tive-remedy provisions are specified.
idence Arts 4, 18
framework
EU elec- | Data protec- | Regulation E The combined framework contains detailed
tronic-ev- | tion and use | 2023/1543; rules on processing, purpose, use, transfer,
idence GDPR; Direc- security, and remedies.
framework tive 2016/680
EU elec- | Preservation | Regulation E European Preservation Orders, certificates,
tronic-ev- 2023/1543 deadlines, and related provider obligations
idence preserva- are expressly regulated.
framework tion-order
provisions
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Frame- Category Pru‘lc.lpal E 'qc; Coding rationale
work provision(s) [ S
EU elec- | Access and | Regulation E European Production Orders, notification,
tronic-ev- | disclosure | 2023/1543 compliance, and enforcement procedures are
idence production defined.
framework and enforce-
ment provi-
sions
EU elec- | Endpoint Regulation E/ | Request response and enforcement limits are
tronic-ev- | functions 2023/1543 E/ |express, as are provider and affected-person
idence (separate objection, N/A | remedies. Interstate settlement is not part
framework | subcodes) | enforcement, of the selected EU e-evidence instrument
and remedy cluster.
provisions;
Directive
2023/1544

Note. The matrix maps the principal provisions supporting each code. E means express;

P means materially dependent; N means absent; and N/A is used only where interstate

settlement falls outside the selected instrument cluster. Endpoint codes are ordered as

follows: request response; provider or affected-person remedies; interstate settlement.
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